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I, George J. Silowash, am here today in my 

private capacity and not my official capacity. 

My statements express my personal views, 

observations, and not those of my employer.
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 Any products or services mentioned in this presentation 
are for reference / example only. The presenter cannot 
vouch for their suitability for your environment nor offer 
support for them.

 This presentation contains recommendations. The 
software and/or hardware presented is believed to be 
current as of August 15, 2009. The presenter cannot be 
held liable for the performance of any product, service, or 
configuration mentioned in this presentation.

 You are encouraged to do research before implementing 
any solution.

 We can never be 100% secure. Security compromises can 
still happen regardless of the measures taken.

 Your mileage may vary.
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Master of Science in Information 
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Certified Information Systems Security 
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This work is licensed under the Creative 

Commons Attribution-Noncommercial-Share 

Alike 3.0 Unported License. 

To view a copy of this license, visit 
http://creativecommons.org/licenses/by-nc-sa/3.0/ 

or send a letter to Creative Commons, 171 

Second Street, Suite 300, San Francisco, 

California, 94105, USA.
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http://creativecommons.org/licenses/by-nc-sa/3.0/

You are free:

 to Share — to copy, distribute and transmit the work
 to Remix — to adapt the work

Under the following conditions:

Attribution — You must attribute the work in the manner specified by the author 
or licensor (but not in any way that suggests that they endorse you or your use 
of the work).

Noncommercial — You may not use this work for commercial purposes.

Share Alike — If you alter, transform, or build upon this work, you may distribute 
the resulting work only under the same or similar license to this one.
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 Quick Terminology
 Current Threats
 Phishing
 Safe Computing Habits

BONUS:
 Social Network Security Awareness
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 Virus

A malicious software program capable of 
causing damage to a computer's data, 
operating system, and/or programs.

Requires human intervention to spread to 
other computers

 Click a link, open an attachment, etc.

http://wordnetweb.princeton.edu/perl/webwn?s=virus
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 Worm

A malicious software program capable of 
reproducing itself over a network

Requires NO human interaction

 Computers connected directly to the Internet 
with no firewall

http://wordnetweb.princeton.edu/perl/webwn?s=worm
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 Codec

A program used to encode or decode 
computer files

 Specifically music and video

 Often compresses the files to make them 
smaller

 Plug-in

Enhances an existing computer program

Adds functionality
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 Malicious Adobe Files

Acrobat Reader is a big target

Fake Shockwave & Flash Players

 Only download Adobe Products from Adobe's 
site: http://www.adobe.com

 Fake Codecs and Plug-ins

Do not install any codec or plug-in offered 
by a website
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http://www.adobe.com/


Computer Security Awareness –
Summer 2009

Presented by George J. Silowash, MSIA, CISSP

http://www.msiaguy.com

 Fake Antivirus
Trusted sites appear to offer Antivirus through 
ads and links

Actual virus that infects your computer
 Phishing

Attacker is looking to gain additional 
information about you

 Passwords, credit card numbers, banking 
information

Type of social engineering attack

Spear Phishing attacks target specific groups of 
people
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http://ddanchev.blogspot.com/2009/02/diverse-portfolio-of-fake-security.html
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http://ddanchev.blogspot.com/2008/09/diverse-portfolio-of-fake-security.html
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http://ddanchev.blogspot.com/2009/07/diverse-portfolio-of-fake-security.html
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http://ddanchev.blogspot.com/2009/07/diverse-portfolio-of-fake-security.html
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 Installs other malicious code / Trojans
Steal passwords, other sensitive information

 Nags you to pay in order to remove “infections”
Infections do not exist or if they do, they were 
placed by the Trojan & downloads other Trojans

What does the software do with your credit 
card number?

 Some traces back to Russian Business Network to 
fund illegal activities

http://www.symantec.com/connect/blogs/misleading-applications-show-me-money
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 More Information about fake security 
software is available here:

http://ddanchev.blogspot.com
 Use the search function near the top and enter 

“Fake Security Software”
 Numerous Examples and malicious websites
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 Do not click on questionable links
www.siteadvisor.com

 Do not open attachments from people you do 
not know

 If a website suddenly asks you to download 
something, do not do it (drive by downloads)

 Use Trusted Antivirus Vendors: McAfee, 
Symantec, Trend Micro, Avast!, AVG, 
Kaspersky

 Keep your Antivirus Updated!
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When you place 

your cursor over 

a link in the 

message, it 

differs from that 

of a legitimate 

site.

Why is this coming from 

fightinggravity.com, and 

who are they?

Grammar or 

spelling is 

bad.

Typically copy 

logos from 

legitimate 

sites
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 Banks will not e-mail you to update account 
information

Never provide personal / sensitive 
information via
e-mail

 If you receive an email from someone you do 
not do business with

 If it doesn't look or feel right, something is 
probably wrong
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 Delete the e-mail, do not respond
 Do not click on links in the e-mail
 Report the phishing attempt to your bank

Allows them to research the site and/or get 
it taken down

 PhishTank.com

Submit sites

See if sites have been reported

www.phishtank.com
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 If you fear that you may have fallen for this trick, 
contact:

Your Banks

Credit Reporting Agencies

 Experian: 1-888-397-3742 

 Trans Union: 1-800-888-4213 

 Equifax: 1-800-685-1111  

 Request a free credit report every year at: 
http://www.annualcreditreport.com
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http://www.annualcreditreport.com/
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 Only enter personal, sensitive information into 
secure, trusted websites

Look for https:// in the address bar
 Just because it says https:// does not make the site 

reputable

 Do not click on links in e-mail, enter the address 
into the address bar of your browser

 Delete spam e-mail, do not click on any links
 Only open attachments from people you know

Only open if it was “expected” or requested by 
you
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 Keep Microsoft Windows & Office updated 
with the latest patches

http://update.microsoft.com

“Patch Tuesday” is the second Tuesday of 
every month

 Apply Adobe updates ASAP

Many vulnerabilities targeting Adobe 
products recently
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http://update.microsoft.com/
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 What is social networking?
A way of connecting with people online

May be friends, professionals, etc that you 
know personally or have an indirect 
relationship with

People create a profile and request to be 
friends with others

 Request is approved or denied

 Big Names in Social Networking:
Facebook, LinkedIn, Myspace, Twitter
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 Be careful what you post online
Can information gleamed from your profile be 
used to guess your passwords?

 Facebooks users circulate “notes” that ask various 
questions about yourself

Can information you post be used against you 
in seeking business contracts, employment, 
etc.?
Do you really need to let people know exactly 
what you are doing?

 “I am at the movies with my family.”
 I know no one is at home right now, or better yet, I 

know where I can find you.
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 Koobface virus
Spread by malicious links on websites
 Headline Example: “My friend catched you on 

hidden cam”

 Linked to malware or fake video requiring you to 
download a “codec” to view the file

 Stole sensitive information (credit card numbers, 
passwords, etc.)

 Links may not take you where you think they are 
going to take you
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 If you have questions after this presentation, 
e-mail george@msiaguy.com

 Visit my blog at www.msiaguy.com

34

 Check out questionable sites at:
McAfee SiteAdvisor- www.siteadvisor.com

Web Of Trust- www.mywot.com
 Antivirus (examples):

McAfee- www.mcafee.com

Symantec- www.symantec.com

Trend Micro- www.trend.com

Avast!- www.avast.com

Kaspersky- www.kaspersky.com

AVG- www.avg.com
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 Report Phishing to:

The target company (bank, website, etc.)

www.phishtank.com

 Free credit report annually:

www.annualcreditreport.com

 George's Information Security Blog:

www.msiaguy.com
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 Dancho Danchev's Blog for Fake Antivirus 
Screen shots

http://ddanchev.blogspot.com/

 Phishing E-mail Screen Shot from:

Silowash, G.J. (2006) Hardening Corporate 
Information Security: Managing the Human 
Element, Norwich University MSIA Seminar 3, 
Final Paper
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