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Disclaimer

I, George J. Silowash, am here today in my
private capacity and not my official capacity.
My statements express my personal views,
observations, and not those of my employer.

More Legal Stuff...

Any products or services mentioned in this presentation
are for reference [ example only. The presenter cannot
vouch for their suitability for your environment nor offer
support for them.

This presentation contains recommendations. The
software and/or hardware presented is believed to be
current as of August 15, 2009. The presenter cannot be
held liable for the performance of any product, service, or
configuration mentioned in this presentation.

You are encouraged to do research before implementing
any solution.

We can never be 100% secure. Security compromises can
still hapren regardless of the measures taken.

Your mileage may vary.

http://www.msiaguy.com
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About the Presenter

George J. Silowash, MSIA, CISSP
george@mesiaguy.com

Master of Science in Information
Assurance, Norwich University '07
Certified Information Systems Security
Professional (CISSP)

Several awards for Information Security
projects / activities

Copyright

This work is licensed under the Creative
Commons Attribution-Noncommercial-Share
Alike 3.0 Unported License.

To view a copy of this license, visit
http://creativecommons.org/licenses/by-nc-sa/3.0/
or send a letter to Creative Commons, 171
Second Street, Suite 300, San Francisco,
California, 94105, USA.

Copyright Summary

http://creativecommons.org/licenses/by-nc-sa/3.0/

You are free:

to Share — to copy, distribute and transmit the work
to Remix — to adapt the work

Under the following conditions:

Attribution — You must attribute the work in the manner specified by the author
or licensor (but not in any way that suggests that they endorse you or your use
of the work).

Noncommercial — You may not use this work for commercial purposes.

Share Alike — If you alter, transform, or build upon this work, you may distribute
the resulting work only under the same or similar license to this one.

http://www.msiaguy.com
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Today we will discuss...

« Quick Terminology

« CurrentThreats

« Phishing

. Safe Computing Habits

BONUS:
« Social Network Security Awareness

Some Quick Terms

« Virus

- A malicious software program capable of
causing damage to a computer's data,
operating system, and/or programs.

- Requires human intervention to spread to
other computers

« Clicka link, open an attachment, etc.

http://wordnetweb.princeton.edu/perl/webwn?s=virus

Some Quick Terms (cont)

« Worm
- A malicious software program capable of
reproducing itself over a network
- Requires NO human interaction

« Computers connected directly to the Internet
with no firewall

http://wordnetweb.princeton.edu/perl/webwn?s=worm

http://www.msiaguy.com
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Some Quick Terms (ont,

« Codec

- Aprogram used to encode or decode
computer files
« Specifically music and video

« Often compresses the files to make them
smaller

« Plug-in

- Enhances an existing computer program
- Adds functionality

Current Threats

Current Threats

« Malicious Adobe Files
- Acrobat Reader is a big target
- Fake Shockwave & Flash Players
« Only download Adobe Products from Adobe's
site: http://www.adobe.com
« Fake Codecs and Plug-ins

- Do notinstall any codec or plug-in offered
by a website

http://www.msiaguy.com
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» Fake Antivirus
- Trusted sites appear to offer Antivirus through
ads and links
- Actual virus that infects your computer
« Phishing
- Attacker is looking to gain additional
information about you

« Passwords, credit card numbers, banking
information

- Type of social engineering attack

- Spear Phishing attacks target specific groups of
people

Fake Antivirus Example

1085 s - Spstem scam

SUL

Tebathes 7

http://ddanchev.blogspot.com/2009/02/diverse-portfolio-of-fake-security.html

o Doctor Antivirus 2008: System Scan
#7  system Scan
Type [Fun Tvpe [vendor [[etais -
- Backdoor ci\Program Fias This Trojan downio. . Trajan-Clcker win.
Security Backdoor Hidden Desktop This Trojan is desia, . Trojan-Proxy Windz,
. & spyware CAWINDOWS This Trojan is cesig...  Trojan-PSW. Win32,
B vacy Backdoor Hidden Deskiop This Trojan Is desig...  Backdoor Windz Jg..
Backdoor <i\Program Fies This 5 8 Farily of ... Trafan-Chcker 1ML
o ® Spywars CAWINDOWS This Trojan program... | Trojan-Downloadsr .,
Update ® Spywars eilProgram Files Thiz Trajan iz desig. Trojan-brepper 5.
= Trojan autorun This Trojan provide,..  Trojan-PSW. win3z...
W Settings ® spyuars Fidden Deskron TG Trokan opars ... Teganprosy.na?
Trojan Hidden Deskiop This Trojan is desig...  Trojan-Dropper
& Spyware cilProgram Files. This Trojan uses sp..,  Backdoor Wind2.Liv.,
& sovware. autorun This Trotan launche. Trotan-Prosv.winaz =
< 1 [
J scan progress
scanring: L San ] [ Remove |
T — Pathi  ciDocuments an. . onlinestores, metaservices microsof 11t
with Doctor Antivirus 2008 Infections Found: 40 3 Save Reoo

http://ddanchev.blogspot.com/2008/09/diverse-portfolio-of-fake-security.html
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Fake Antivirus Websites

http://ddanchev.blogspot.com/2009/07/diverse-portfolio-of-fake-security.html

Fake Antivirus Websites

— VIRUS SHIELD

Virus Shield 2009
Powerful and efficient internet antivirus suite a

= - - ‘J U

Download Now ¥ o >l

——— . —
Internet Threats Free Online Scanner Features

S |

2009 Best removal

1 amam

Awards

http://ddanchev.blogspot.com/2009/07/diverse-portfolio-of-fake-security.html

Fake Antivirus Dangers

« Installs other malicious code [ Trojans
- Steal passwords, other sensitive information
« Nags you to pay in order to remove “infections”
- Infections do not exist or if they do, they were
placed by the Trojan & downloads other Trojans
- What does the software do with your credit
card number?
« Some traces back to Russian Business Network to
fund illegal activities

http://www.symantec.com/connect/blogs/misleading-applications-show-me-money

http://www.msiaguy.com
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Fake Security Software Info

« More Information about fake security
software is available here:

http://ddanchev.blogspot.com

« Use the search function near the top and enter

“Fake Security Software”
« Numerous Examples and malicious websites

How to Protect Yourself

Do not click on questionable links
- www.siteadvisor.com
Do not open attachments from people you do

not know
If a website suddenly asks you to download

something, do not do it (drive by downloads)
Use Trusted Antivirus Vendors: McAfee,

Symantec, Trend Micro, Avast!, AVG,
Kaspersky

Keep your Antivirus Updated!

20

Phishing

http://www.msiaguy.com
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Would you fall for this?

From: Bark OF America [customerserice@barkoFamerica.com]
Ta

e
Subject: Online Account Securiy Notice

=
Bankof America //uigners:andams

‘Online Banking Alert

Need additional

] Your Online Banking is Blocked
up 10 theminute

Because of unusual number of invalid login attempts on you account, we had to believe

acconnk that, their might be some security problem on you account, 5o we have decided to put
informaiion? an extra verification process to ensure your identity and your account security, Please
Sigala » click on sign in to Online Banking to tontinue to the verification process and ensure

YOUF SCCOUME security. IEis all sbout your security. Thank you. and visit the customer
service section.

Bank of Americs, f.A. Member FDIC. Equal Housing Lender @1
2006 Bank of America Corparation. Al rights reserved

Spotting the Phish

From: Bank OF America [customerservice@bankofamerica.com]
To
ce Typically copy
Subject;  Online Accourt Securty Hotice logos from
~
- legitimate When you place
= :
Hankofﬂmericll//ﬂigher Standards sites your cursor over
alink in the
message, it

©Online Banking Alert differs from that

of a legitimate
site.

Your Online Banking is Blocked
Because of unusual number of invalid login attempts/on you account, we had to believe

Need additional
up 10 the minute

account thatstheir might be some security problem on you afcount. So we have decided to put
information? apvExtra verification process to ensure your identity and your aceount security. Please
Sigaln» ick on sian in to Onling Banking to continue to the verification process and ensure
your accaunt security, It is all sbout your security. /Thank you. and wisit the customer
service section, [http: {fightingaravity. comjmar chanty findex. htm|
Grammar or m
e SPElliNg is  cfnber Forc. Equal Housing Lender &
pbadg orporation. All Hahts ressrved Why s this coming from =00

fightinggravity.com, and
who are they?

Other Phishing Flags

« Banks will not e-mail you to update account
information

- Never provide personal [ sensitive
information via
e-mail
« If you receive an email from someone you do
not do business with
« Ifit doesn't look or feel right, something is
probably wrong

http://www.msiaguy.com
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What do | do?

« Delete the e-mail, do not respond
« Do not click on links in the e-mail
« Report the phishing attempt to your bank

- Allows them to research the site and/or get
it taken down

o PhishTank.com
- Submit sites

- Seeif sites have been reported

- www.phishtank.com

How to protect yourself

« If you fear that you may have fallen for this trick,
contact:

- Your Banks

- Credit Reporting Agencies

« Experian: 1-888-397-3742
« TransUnion: 1-800-888-4213

« Equifax: 1-800-685-1111

« Request a free credit report every year at:
http://www.annualcreditreport.com

Safe Computing Habits

http://www.msiaguy.com
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Safe Surfing Habits

« Only enter personal, sensitive information into
secure, trusted websites
- Look for https:// in the address bar

« Just because it says https:// does not make the site
reputable

« Do not click on links in e-mail, enter the address
into the address bar of your browser

« Delete spam e-mail, do not click on any links

« Only open attachments from people you know

- Only open if it was “expected” or requested by
you

Safe Computing Habits (ont)

« Keep Microsoft Windows & Office updated
with the latest patches

- http://update.microsoft.com

“Patch Tuesday” is the second Tuesday of
every month

« Apply Adobe updates ASAP

- Many vulnerabilities targeting Adobe
products recently

Social Networking

http://www.msiaguy.com


http://update.microsoft.com/
http://update.microsoft.com/

Computer Security Awareness — Presented by George J. Silowash, MSIA, CISSP
Summer 2009

Social Networking Awareness

« What is social networking?
- Away of connecting with people online

~  May be friends, professionals, etc that you
know personally or have an indirect
relationship with
~ People create a profile and request to be
friends with others
« Requestis approved or denied
« Big Names in Social Networking:

- Facebook, LinkedIn, Myspace, Twitter

Social Networking

Privacy & Security

« Be careful what you post online

- Caninformation gleamed from your profile be
used to guess your passwords?
« Facebooks users circulate “notes” that ask various
questions about yourself
- Caninformation you post be used against you
in seeking business contracts, employment,
etc.?

- Doyou really need to let people know exactly
what you are doing?
« "“lam at the movies with my family.”

« lknow nooneis at home right now, or better yet, |
know where | can find you.

Security Issues

« Koobface virus

- Spread by malicious links on websites

« Headline Example: "My friend catched you on
hidden cam”

« Linkedto malware or fake video requiring you to
download a “codec” to view the file

« Stole sensitive information (credit card numbers,
passwords, etc.)

« Links may not take you where you think they are
going to take you

http://www.msiaguy.com
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Questions & Answers

. If you have questions after this presentation,
e-mail george@mesiaguy.com
« Visit my blog at www.msiaguy.com

Takeaways

« Check out questionable sites at:
- McAfee SiteAdvisor- www.siteadvisor.com

- Web Of Trust- www.mywot.com
« Antivirus (examples):
- McAfee- www.mcafee.com
- Symantec— www.symantec.com
- Trend Micro- www.trend.com
- Avast!- www.avast.com
- Kaspersky- www.kaspersky.com
- AVG- Wwww.avg.com

Takeaways (cont.)

« Report Phishing to:
- The target company (bank, website, etc.)

- www.phishtank.com
« Free credit report annually:

- www.annualcreditreport.com
« George's Information Security Blog:

- Www.msiaguy.com

http://www.msiaguy.com
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Credits

« Dancho Danchev's Blog for Fake Antivirus
Screen shots

- http://ddanchev.blogspot.com/

« Phishing E-mail Screen Shot from:

- Silowash, G.J. (2006) Hardening Corporate
Information Security: Managing the Human
Element, Norwich University MSIA Seminar 3,
Final Paper
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